
SYLLABUS

PART-I
WEB APPLICATION SECURITY EXPERT

BUG BOUNTY TRAINING 



INTRODUCTION

COURSE 

DESCRIPTION

This training includes most advanced web application attacks, exploitation and 

pentesting techniques. This training will give you the ability to prepare for major bug 

bounty programs across the world. You will learn how to manage security exploits, 

find vulnerabilities and process issues, and modern pentesting tools. Hack websites, 

fix vulnerabilities , improve web security and much more. The ultimate Bug Bounty 

Hunting course will teach you how to seek and exploit application vulnerabilities 

using the necessary tools and techniques. This course aims to provide ethical hackers 

with the skills they'll need to identify and disclose vulnerabilities.

WHO SHOULD TAKE 

THIS COURSE?

IT Security professionals with a technical background

Application Developers

Bug Bounty Hunters

Penetration Testers

WILL I GET A

CERTIFICATE ?
Once you complete Part-II and satisfy the requirements of the final practical 

certification test, you will be awarded “Web Application Security Expert” certificate 

and will hold the WASE certification.



INTRODUCTION

COURSE CONTENT

WASE training is to introduce candidates to the concept 

of discovering vulnerabilities in web applications. You will 

learn how to manage security exploits, find vulnerabilities 

and process issues, and modern pentesting tools.

Module 01.

Module 02.

Module 03.

Module 04.

Module 05.

Web Application Testing 
Methodologies

Introduction to Burp-Suite

Recon for Bug Hunting

Path Traversal

Information Disclosure
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Module 06.

Module 07.

Module 08.

Module 09.

Module 010.

Module 011.

Open Redirect

Command Injection

Advanced SQL injection

HTML Injection

Cross-Site-Scripting ( XSS )

Host Header Attack

11 
MODULE  DURATION 

1 MONTH  

DURATION 

Language : 

 

HINDI / ENGLISH

Mon to Fri 07 PM to 08 PM  



Block B1/632, 2nd Floor 
Janakpuri, New Delhi Pin 

- 110058, India

sg@gs2cybersec.com

ABOUT US

We offer Cyber Security and Information Security training and Certification for Cyber 
Security and Information Technology aspirants. Since decade, we have been in the 
Information Technology and Cyber Security Industry. You can learn more about 
cybersecurity, Techniques, and Tools to choose a better career path. GS2 Cyber 
Security also provide a vast range of VAPT Services, SOC Services and other Cyber 
Security Services. 

GS2 CYBER SECURITY is one of the most trusted and reliable training providers in 
cyber security, providing exceptional unmatched Hands-on practical training to 
individuals and corporate worldwide.

We have a large number of professional instructors who are specialized and 
experienced in various Information/Cyber Security domains. Our Instructors holds a 
wide range of accreditation like OSCP, OSWE, eWPTX, CEH, CISSP, CISA.

We emphasize more on hands-on practical training which gives our clients and 
candidate an edge to grow and advance professionally in their respective career(s).
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Contact Details :

/gs2cybersec /gs2cyber 9838391333


